
The Zumastor Linux Storage ServerDaniel Phillips, Robert Nelson, Jane Chiu∗February 11, 2007Abstra
tZumastor provides Linux with a base set of
apabilities suited to medium s
ale network storageroles: live volume ba
kup, remote volume repli
ation,user a

essible volume snapshots, remote volumerepli
ation, and integration with Kerberized NFS andCIFS. Overview of Zumastor 
apabilities, prin
iplesof operation, implementation and performan
e.1 Introdu
tionLinux has done quite well at the edges of 
orporatenetworks - web servers, �rewalls, print serversand other servi
es that rely on well standardizedproto
ols - but has made s
ant progress towards the
enter of the enterprise where we �nd the shared�le servers that de�ne the work�ow of a modernorganization. The barriers are largely te
hni
al inthat Linux storage options fall short of in some areasthat are well addressed by spe
ialized proprietaryo�erings, notably live �lesystem snapshot and ba
kup
apability.Zumastor provides Linux with a base set of
apabilities suited to medium s
ale network storageroles: live volume ba
kup, remote volume repli
ation,user a

essible volume snapshots, remote volumerepli
ation, and integration with Kerberized NFSand CIFS. Zumastor takes the form of a set ofpa
kages that 
an be added to any Linux serverand will happily 
oexist with other roles that theserver may serve. There are two major 
omponents:the ddsnap virtual blo
k devi
e, whi
h providesbase snapshot and repli
ation fun
tionality, and
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the Zumastor volume monitor, whi
h presents theadministrator with a simple 
ommand line interfa
eto manage volume snapshotting and repli
ation. We�rst examine the low level 
omponents in order togain an understanding of the design approa
h used,its 
apabilities and limitations.2 The ddsnap Virtual Blo
kDevi
eThe ddsnap virtual blo
k devi
e provides multipleread/write volume snapshots. As opposed tothe in
umbent lvm snapshot fa
ility, ddsnap doesnot su�er from degraded write performan
e asnumber of snapshots in
reases and does not requirea separate underlying physi
al volume for ea
hsnapshot. A ddsnap virtual devi
e requires twounderlying volumes: an origin volume and a snapshotstore. The origin, as with the lvm snapshot, is anormal volume in every sense ex
ept that write a

essis virtualized in order to prote
t snapshotted data.The snapshot store 
ontains data 
opied from theorigin in in the pro
ess of prote
ting snapshotteddata. Metadata in the snapshot store forms a btreeto map logi
al snapshot addresses to data 
hunks inthe snapshot store.The snapshot store also 
ontains bitmap blo
ksthat 
ontrol allo
ation of spa
e in the snapshot store,a list of 
urrently held snapshots, a superblo
k toprovide 
on�guration information, and a journal foratomi
 and durable updates to the metadata. Theddsnap snapshot store resembles a simple �lesystem,but with only a single dire
tory, the btree, indexedby the logi
al address of a snapshot. Ea
h leaf of1



the btree 
ontains a list of logi
al 
hunk entries;ea
h logi
al 
hunk entry in the btree 
ontains alist of one or more physi
al 
hunk addresses; andfor ea
h physi
al 
hunk address, a bitmap indi
ateswhi
h snapshots 
urrently share that physi
al 
hunk.Share bits are of a �xed, 64 bit size, hen
e theddsnap limitation of 64 simultaneous snapshots. Thislimitation will be removed in the future with aredesign of the btree leaf format. It should be notedin passing that the 
urrent simple format has servedwell in that no bugs in btree leaf operations emergedduring development, in spite of the logi
al subtletyinvolved.Like the in
umbent lvm snapshot, ddsnap usesa 
opy-before-write s
heme where snapshotted datamust be 
opied from the origin to the snapshotstore the �rst time the origin 
hunk is written toafter a new snapshot. This 
an degrade writeperforman
e markedly under some loads. Keepingthis degradation to a tolerable level has alreadymotivated 
onsiderable design e�ort, and workwill 
ontinue in this area. With the help ofseveral optimization te
hniques dis
ussed below, asatisfa
tory subje
tive experien
e is already attainedfor the 
urrent appli
ation: serving network storage.Compared to the in
umbent lvm snapshot, theddsnap snapshot design requires more writes toupdate the metadata, typi
ally �ve writes per newlyallo
ated physi
al 
hunk:1. Write allo
ation bitmap blo
k to journal2. Write modi�ed btree leaf to journal3. Write journal 
ommit blo
k4. Write allo
ation bitmap blo
k to store5. Write modi�ed btree leaf to storeThis update s
heme is far from optimal and is likelyto be redesigned at some point, but for now a 
ruderapproa
h is adopted: snapshot metadata may bestored separately from the snapshot data proper, inNVRAM. Using this feature, snapshot performan
e issomewhat better than the in
umbent lvm snapshot,however the size of the btree and hen
e the amountof data that 
an be stored in the snapshot store is

limited by the amount of NVRAM available. Futurework will relax this limitation.Also like the in
umbent lvm snapshot, originread performan
e is nearly identi
al to native readperforman
e, be
ause origin reads are simply passedthrough to the underlying volume.2.1 Read/Write SnapshotsLike lvm snapshots, ddsnap snapshots are read/write.Sometimes the question is raised: why? Isn't itunnatural to write to a snapshot? The answer is,writable snapshots 
ome nearly for free, and they dohave their uses. For example, virtualization softwaresu
h as Bo
hs, QEMU, UML or Xen might wishto base multiple VM images on the same hard diskimage.1 The 
opy-on-write property of a read/writesnapshot gives ea
h VM a private 
opy in its ownsnapshot of data that it has written. In the 
ontextof zumastor, a root volume 
ould be served overNFS to a number of diskless workstations, so ea
hworkstation is able to modify modify part of its own
opy while 
ontinuing to share the unmodi�ed part.2.2 Snapshot Write Performan
eThe presen
e of a relatively small amount ofnonvolatile RAM in a server 
an a

elerate writeperforman
e in a number of ways.On
e way we use NVRAM in Zumastor isfor snapshot metadata. By pla
ing snapshotmetadata in NVRAM we redu
e the 
ost ofwriting to snapshotted volume lo
ations signi�
antly,parti
ularly sin
e ddsnap in its 
urrent in
arnation isnot parti
ularly 
areful about minimizing metadatawrites. Unfortunately, this also introdu
es limits themaximum size of the btree, and hen
e the amountof snapshot data that 
an be stored. This limit liesroughly in the range of 150 gigabytes of 4K snapshot
hunks per gigabyte of NVRAM. NVRAM is fairly
ostly, so a

ommodating a large snapshot store 
anget expensive qui
kly. Lu
kily, a lot 
an be done toimprove the 
ompa
tness of the btree, however thatis a subje
t for another paper.1http://en.wikipedia.org/wiki/Copy-on-write2
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Figure 1: Write performan
e without NVRAM2.2.1 E�e
t of Chunk Size and Number ofSnapshots on Write Performan
eFigure 1) shows the e�e
t of number of 
urrentlyheld snapshots on write performan
e and of varyingthe snapshot 
hunk size. At ea
h step of the test,a tar ar
hive of the kernel sour
e is unpa
ked to anew dire
tory and a snapshot is taken. We see that(ex
ept for the very �rst snapshot) the untar timeis s
ar
ely a�e
ted by the number of snapshots. Forthe smallest 
hunk size, 4K, we see that untar timedoes rise very slightly with the number of snapshots,whi
h we may attribute to in
reased seek time withinthe btree metadata. As 
hunk size in
reases, so does

performan
e. With a snapshot store 
hunk size of128KB, the untar runs nearly three times faster.2.2.2 E�e
t of NVRAM on WritePerforman
eUntar time on the native (Ext3) �lesystem is about14 se
onds. Figure 1shows that untar time on thevirtual blo
k devi
e with no snapshots held is about20 se
onds, or slower by a fa
tor of 1.43. Thisrepresents the overhead of syn
hronizing with thesnapshot server, and should be quite tra
table tooptimization. Snapshotted untar time ranges fromabout 3.5 times to nearly 10 times slower than native3
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Figure 2: Write performan
e with NVRAMuntar time.Figure 2shows the e�e
t of pla
ing the snapshotdata in NVRAM. Write performan
e is dramati
allyimproved, and as before, number of snapshots haslittle or no e�e
t. Interestingly, the largest 
hunksize tested, 128KB, is no longer the fastest; we seebest performan
e with 64K 
hunk size. The reasonfor this remains to be investigated, however this isgood news be
ause a smaller 
hunk size improvessnapshot store utilization. Write performan
e hasimproved to about 2 to 5 times slower than nativewrite performan
e, depending on 
hunk size.2.2.3 Filesystem Journal in NVRAMFor �lesystems that support separate journals, thejournal may be pla
ed in NVRAM. If the �lesystem isfurther 
on�gured to journal not only metadata, butdata as well. This means that a write transa
tion 
an

be signalled 
omplete as soon as a write transa
tionhas been entered into the journal, long before it is�ushed to underlying storage. At least until thejournal �lls up, this will entirely mask the e�e
tsof slow writes to the underlying volume due tosnapshotting. The pra
ti
al e�e
t of this has not yetbeen measured.2.2.4 NVRAM Journal 
ompared to NFSWrite LogNVRAM is sometimes used to implement a NFSwrite log, where ea
h in
oming NFS write is 
opiedto the write log and immediately a
knowledged,before being written to the underlying �lesystem.Compared to the strategy of putting the �lesystemjournal in NVRAM, performan
e should be almostthe same: in either 
ase, a write is a
knowledgedimmediately after being written to NVRAM. There4



may be a small di�eren
e in the overhead of exe
utinga �lesystem operation as opposed to a potentiallysimpler transa
tion log operation, however the�lesystem 
ode involved is highly optimized and thedi�eren
e is likely to be small. On the other hand, thetransa
tion log requires an additional data 
opy intothe log, likely negating any exe
ution path e�
ien
yadvantage. It is 
lear whi
h strategy requires lessimplementation e�ort.2.2.5 Ongoing Optimization E�ortsA number of opportunities for further volumesnapshot write optimization remain to beinvestigated. For example, it has been theorizedthat writing to a snapshot instead of the origin
an improve write performan
e a great deal byeliminating the need to 
opy before writing. If readperforman
e from a snapshot 
an be maintained,then perhaps it would be a better idea to servea master volume from a snapshot than an originvolume.3 Volume Repli
ationVolume repli
ation 
reates a periodi
ally updated
opy of a master volume at some remote lo
ation.Repli
ation di�ers from mirroring in two ways: 1)
hanges to the remote volume are bat
hed intovolume deltas so that multiple 
hanges to the samelo
ation are 
ollapsed into a single 
hange and 2) awrite operation on the master is not required to waitfor write 
ompletion on the remote volume. Bat
hingthe 
hanges also allows more e�e
tive 
ompression ofvolume deltas, and be
ause the 
hanges are sortedby logi
al address, applying a delta to a remotevolume requires less disk seeking than applying ea
hwrite to a mirror member in write 
ompletion order.Repli
ation is thus suited to situations where themaster and remote volume are not on the samelo
al network, whi
h would exhibit intolerable remotewrite laten
y if mirrored. High laten
y links also tendto be relatively slow, so there is mu
h to be gainedby good 
ompression of volume deltas.Zumastor implements remote repli
ation via a two

step pro
ess: 1) Compute di�eren
e list; 2) Generatedelta. To generate the di�eren
e list for a given pairof snapshots, the ddsnap server s
ans through thebtree to �nd all snapshot 
hunks that belong to onesnapshot and not the other, whi
h indi
ates that thedata for the 
orresponding 
hunks was written atdi�erent times and is most probably di�erent. Togenerate the delta, a ddsnap utility runs throughthe di�eren
e list reading data from one or both ofthe snapshots whi
h is in
orporated into the outputdelta �le. To allow for streaming repli
ation, ea
hvolume delta is 
omposed of a number of extents,ea
h 
orresponding to some number of 
ontiguouslogi
al 
hunks.A variety of 
ompression options are availablefor delta generation. A "raw" delta in
orporatesonly literal data from the destination snapshot.An "xdelta" delta 
omputes the binary di�eren
ebetween sour
e and destination snapshot. Raw deltais faster to generate and requires less disk IO, is fasterto apply to the target volume, and is more robust inthe sense that the 
ode is very simple. Computing anxdelta delta requires more CPU and disk bandwidthbut should result in a smaller delta that is faster totransmit.A volume delta may be generated either as a �le oras a TCP stream. Volume repli
ation 
an be 
arriedout manually using delta �les:1. Generate a snapshot delta as a �le2. Transmit the delta or physi
ally transport it tothe downstream host3. Apply the delta to the origin volume of thedownstream hostIt is 
omforting to be able to pla
e a snapshotdelta and to know that the repli
ation algorithmis easy enough to 
arry out by hand, whi
hmight be important in some spe
ial situation. Forexample, even if network 
onne
tivity is lost, volumerepli
ation 
an still be 
arried out by physi
allytransporting storage media 
ontaining a delta �le.Zumastor uses ddsnap's streaming repli
ationfa
ility, where 
hange lists and delta �les are nevera
tually stored, but streamed from the sour
e to5



Figure 3: Delta Compression E�e
tivenesstarget host and applied to the target volume as astream. This saves a potentially large amount of diskspa
e that would be otherwise be required to store adelta �le on both the sour
e and target host.From time to time it is ne
essary to repli
atean entire volume, for example when initializing arepli
ation target. This ability is provided via a"full volume delta" that generates a raw, 
ompresseddelta as if every logi
al 
hunk had appeared in thedi�eren
e list. In
identally, only the method of deltageneration is a�e
ted by this option, not the delta �leformat.To apply a volume delta, ddsnap overwrites ea
h


hunk of the target volume with the new dataen
oded in the delta in the 
ase of a raw delta, orreads the sour
e snapshot and applies the binarydi�eren
e to it in the 
ase of xdelta. Clearly, itis required that the sour
e snapshot exist on thedownstream host and be identi
al to the sour
esnapshot on the upstream host.To 
reate the initial 
onditions for repli
ation:1. Ensure that upstream and downstream originvolumes are identi
al, for example by 
opyingone to the other2. Snapshot the upstream and downstream volumes6



The need to 
opy an entire volume over the networkin the �rst step 
an be avoided in some 
ommon 
ases.When a �lesystem is �rst 
reated, it is easy to zeroboth upstream and downstream volumes, whi
h setsthem to an identi
al state. The �lesystem is then
reated after step 2. above, so that relatively few
hanged blo
ks are transmitted in the �rst repli
ation
y
le. In the 
ase where the downstream volumeis known to be similar, but not identi
al to theupstream volume (possibly as a result of an earlierhardware or software failure) then the remote volumedi�eren
ing utility rdi� may be used to transmit aminimal set of 
hanges downstream.Now, for ea
h repli
ation 
y
le:1. Set a new snapshot on the upstream volume2. Generate the delta from old to new upstreamsnapshot3. Transmit the delta downstream4. Set a new snapshot on the downstream volume(downstream origin and new snapshot are nowidenti
al to the old upstream snapshot)5. Apply the delta to the downstream origin(downstream origin is now identi
al to the newupstream snapshot)For the streaming 
ase, step 4 is done earlier so thatthe transmit and apply may iterate:1. Set a new snapshot on upstream anddownstream volumes2. Generate the delta from old to new upstreamsnapshot3. Transmit the next extent of the deltadownstream4. Apply the delta extent to the downstream origin5. Repeat at 3 until doneFor streaming repli
ation, a server is started viaddsnap on the target host to re
eive the snapshotdelta and apply it to the downstream origin.

Fortunately for most users, all these steps arehandled transparently by the Zumastor volumemanager, des
ribed below.Multi level repli
ation from a master volume to a
hain of downstream volumes is handled by the samealgorithm. We require only that two snapshots of themaster volume be available on the upstream volumeand that the older of the two also be present on thedownstream volume. A volume may be repli
ated tomultiple targets at any level in the 
hain. In general,volume repli
ation topology is a tree, with the mastervolume at the root and an arbitrary number of targetvolumes at interior and leaf nodes. Only the masteris writable; all the target volumes are read-only.3.1 Delta CompressionCompression of delta extents is available as anoption, either using zlib (gzip) or in the 
ase ofxdelta, an additional Hu�man en
oding stage. A
ompressed xdelta di�eren
e should normally bemore 
ompa
t than gzipped literal data, however,one 
an 
onstru
t 
ases where the reverse is true.A further (extravagant) "best" 
ompression option
omputes both the gzip and xdelta 
ompression for agiven extent and use the smaller for the output delta.Whi
h 
ombination of delta generation options is bestdepends largely on the amount of network bandwidthavailable.Figure 3 on the pre
eding page illustrates the e�e
tof various 
ompression options on delta size. For thistest, the following steps are performed:1. Set snapshot 02. Untar a kernel tree3. Set snapshot 14. Apply a (large) pat
h yielding the next majorkernel release5. Set snapshot 2Three delta �les are generated, the two in
rementaldeltas from snapshot 0 to snapshot 1 and fromsnapshot 1 to snapshot 2, and the 
umulative deltafrom snapshot 0 to snapshot 2. We observe a very7



large improvement in delta size, ranging up to a fa
torof 10 as 
ompared to the un
ompressed delta.XDelta performs 
onsiderably better on thesnapshot 1 to snapshot 2 delta, whi
h is notsurprising 
onsidering that this delta 
aptures thee�e
t of 
hanging many �les as opposed to addingnew �les to the �lesystem, so it is only on this deltathat there are many opportunities to take advantageof similarity between the two snapshots.The �best� method signi�
antly better 
ompressionon the snapshot 1 to snapshot 2 delta, whi
h indi
atesthat some delta extents 
ompress better with gzipthan they do with xdelta. As pointed out by theauthor of xdelta, this may be due to suboptimal useof 
ompression options available within xdelta.Delta 
ompression dire
tly a�e
ts the timerequired to transmit a delta over a network. Thisis parti
ularly important when repli
ating largevolumes over relatively low bandwidth network links,as is typi
ally the 
ase. The faster a delta 
an betransmitted, the fresher the remote 
opy will be. We
an talk about the �
hurn rate� of a volume, that is,the rate at whi
h it 
hanges. This 
ould easily bein the neighborhood of 10% a day, whi
h for a 100gigabyte disk would be 10 gigabytes. Transmittinga delta of that size over a 10 megabit link wouldrequire 10000 se
onds, or about three hours. An800 gigabyte volume with 10% 
hurn a day wouldrequire more than a day to transmit the delta, sothe following delta will in
orporate even more than10% 
hurn, and take even longer. In other words,on
e repli
ation falls behind, it rapidly falls furtherand further behind, until eventually nearly all thevolume is being repli
ated on ea
h 
y
le, whi
h forour example will take a rather in
onvenient numberof days.In summary, good delta 
ompression not onlyimproves the freshness of repli
ated data, it delaysthe point at whi
h repli
ation lag begins to feed onitself and enables the repli
ation of larger, busiervolumes over lower speed links.3.2 NFS Snapshot RolloverExporting a repli
ated volume via NFS sounds easyex
ept that we expe
t the �lesystem to 
hange

state "spontaneously" ea
h time a new volume deltaarrives, without requiring 
urrent NFS 
lients to
lose their TCP 
onne
tions. To 
reate the e�e
tof jumping the �lesystem from state to state as ifsomebody had been editing the �lesystem lo
ally, weneed to unmount the old snapshot and mount thenew snapshot so that future NFS a

esses will be tothe new snapshot. The problem is, the Linux serverwill 
a
he some elements of the 
lient 
onne
tionstate su
h as the �le handle of the �lesystem root,whi
h pins the �lesystem and prevents it from beingunmounted.Zumastor solves this problem by introdu
ing a nfsdsuspend/resume operation. This �ushes all 
a
hed
lient state whi
h for
es the use 
ount of the exported�lesystem snapshot to one, the mount point. Thisallows the old snapshot to be unmounted and thenew snapshot to be mounted in its pla
e, beforeresuming. Interestingly, the pat
h to a

omplish thisis only a few lines, be
ause most of the fun
tionalityto a

omplish it already existed.3.3 In
remental Ba
kup using DeltaFilesDdsnap delta �les are not just useful for repli
ation,they 
an also be used for in
remental ba
kup.From time to time, a �full volume� delta �le 
anbe written to tape, followed periodi
ally by anumber of in
remental deltas. This should a
hievevery rapid ba
kup and e
onomi
al use of tapemedia, parti
ularly if deltas are generated with moreaggressive 
ompression options. To restore, a full(
ompressed) volume must be retrieved from tape,along with some number of delta �les, whi
h areapplied sequentially to arrive at a volume state assome parti
ular point in time. Restoring a single�le would be a very slow pro
ess, however it is alsoexpe
ted to be a rare event. It is more importantthat ba
kup be fast, so that it is done often.4 Zumastor volume monitorThe Zumastor volume monitor takes 
are of mostof the 
hores of setting up virtual blo
k devi
es,8



in
luding making so
ket 
onne
tions between theddsnap user spa
e and kernel 
omponents, 
reatingthe virtual devi
es with dmsetup, organizing mountpoints and mounting volumes. It maintains a simpledatabase implemented as a dire
tory tree that storesthe 
on�guration and operating status of ea
h volumeon a parti
ular host, and provides the administratorwith a simple set of 
ommands for adding andremoving volumes from the database, and de�ningtheir operational 
on�guration. Finally, it takes
are of s
heduling snapshots and initiating repli
ation
y
les.The Zumastor volume database is organizedby volumes, where ea
h volume is 
ompletelyindependent from the others, not even sharingdaemons. Ea
h Zumastor volume is either a masteror a target. If a master, it has a repli
ation s
hedule.If a target, then it has an upstream sour
e. In either
ase, it may have any number of repli
ation targets.Ea
h repli
ation target has exa
tly one sour
e, whi
hprevents 
y
les and also allows automati
 
he
kingthat the 
orre
t sour
e is repli
ating to the 
orre
ttarget.The repli
ation topology for ea
h volume is
ompletely independent. A given host may o�erwrite/write a

ess to volumes that are repli
atedto other hosts and read-only a

ess to volumesrepli
ated to it from other hosts. So for example,two servers at widely separated geographi
 lo
ationsmight ea
h repli
ate a volume to the other, whi
h notprovides a means of sharing data, but also provides asigni�
ant degree of redundan
y, parti
ularly if ea
hserver ba
ks up both its own read/write volume andthe repli
ated read-only volume to tape.The repli
ation topology for ea
h volume is atree, where only the master (root of the tree)behaves di�erently from the other nodes. Themaster generates snapshots either periodi
ally or on
ommand. Whenever one of its target hosts is readyto re
eive a new snapshot delta, the master 
reates anew snapshot and repli
ates it to the target, ensuringthat the downstream host re
eives as fresh as possiblea view of the master volume. On all other hosts,snapshot deltas are re
eived from an upsteam sour
eand simply passed along down the 
hain.Zumastor repli
ation is integrated with NFS in

the sense that Zumastor knows how to suspend NFSwhile it remounts a repli
ated volume to the latestsnapshot, e�e
ting the snapshot rollover des
ribedabove.5 The FutureIn the future, Zumastor will 
ontinue to gainnew fun
tionality and improve upon existingfun
tionality. It would be ni
e to have a graphi
alfront end to the database, and a web interfa
e. Itwould be ni
e to see the state of a whole 
olle
tion ofZumastor servers together in one pla
e, in
luding thestate of any repli
ation 
y
les in progress. It wouldbe natural to integrate more volume managementfeatures into Zumastor, su
h as volume resizing.Zumastor ought to be able to mirror itself to alo
al ma
hine and fail over NFS servi
e transparently.Zumastor should o�er its own in
remental ba
kupusing delta �les. Another 
reative use of delta �leswould be to o�er a

ess to �nearline� snapshots,where a series of ar
hived reverse deltas are applied togo ba
k further in time than is pra
ti
al with purelyonline snapshots.There is still plenty of room for performan
eoptimization. There is a lot more that 
an be donewith NVRAM, and things 
an be done to improve theperforman
e without NVRAM, perhaps making someof Zumastor's repli
ation and ba
kup 
apabilitiespra
ti
al for use on normal workstations and the
heapest of the 
heap servers.All in all, there remains plenty of work to do andplenty of motivation for doing it.
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